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Research Goal The primary research goal was to asess current 
experiences and challenges around Identity Access 
Management (IAM) and privileged accounts. 

Goals and Methodology 

Methodology An online survey was fielded to independent 
databases of IT professionals with responsibility for 
security. A wide variety of questions were asked 
about experiences and challenges with IAM.

Participants A total of 1005 individuals completed the survey. All 
had responsibility for IT security and were very 
knowledgeable about IAM and privileged accounts.
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Individuals Represented

Executive
23%

Team 
manager

51%

Individual 
contributor

26%

Job Level

United States or 
Canada

40%

United Kingdom
10%

Germany
10%

France
10%

Australia
10%

Singapore
10%

Country
Hong Kong

10%
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Companies Represented

7%

1%

2%

2%

2%

4%

5%

6%

7%

7%

8%

13%

14%

21%

0% 5% 10% 15% 20% 25%

Other

Food and Beverage

Non-Profit

Energy and Utilities

Transportation

Other Education

State or Local Government

Retail

Higher Education / University

Services

Healthcare

Manufacturing

Technology

Financial Services

Federal Government

Industry

500 - 2,000 
employees

32%

2,000 - 5,000 
employees

18%

More than 
5,000 

employees
50%

Company Size
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DETAILED FINDINGS: 
PAM ASSESSMENT



66

Definition Provided to Participants

Definition
For this survey, Privileged Access Management (PAM) 
refers to the technologies and practices put in place to 
ensure privileged access to applications and systems is 
controlled, monitored, and secured. 



7

T

What is the top driver of 
your organization's PAM 
(Privileged Access 
Management) program?

Choose the one answer that 
most closely applies.

Security the top driver for PAM programs

1%

3%

5%

9%

9%

14%

16%

43%

0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%

None of these

User experience

Response to an incident or audit
finding

Operational efficiency

Response to a specific regulation such
as GDPR

Breach prevention

General compliance

Security
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T

Approximately how many 
users with privileged access 
do you have in your company 
or organization?

Number of users with privileged access 
varies greatly among companies

Less than 50
34%

50 - 250
36%

More than 
250
30%
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T

Approximately how many 
users with privileged access 
do you have in your company 
or organization?

Larger companies have dramatically more 
users with privileged access

47%

43%

23%

41%

43%

30%

12%

14%

47%

0% 20% 40% 60% 80% 100%

500 - 2,000 employees

2,000 - 5,000 employees

More than 5,000 employees

Less than 50

50 - 250

More than 250
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Do you have any third-party 
partners, contractors or 
vendors that have access to 
your organization's privileged 
accounts?

Two-thirds give access to privileged 
accounts to external stakeholders

No
34%

Yes, but it is 
an exception

46%

Yes, that is a 
normal 
practice

20%
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In general, how many 
privileged accounts 
would you estimate 
each IT administrator 
has access to?

90% of IT admins have access to multiple 
privileged accounts

1%

9%

52%

24%

7% 7%

0%

10%

20%

30%

40%

50%

60%

None 1 2 - 10 11 - 50 51 - 200 More
than 200
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T

How common is it for 
multiple IT administrators to 
share passwords for a 
privileged account? 

Choose the one answer that most 
closely applies.

75% say admins share privileged 
passwords, at least sometimes

9% 16% 21% 29% 25%

0% 20% 40% 60% 80% 100%

Always

Usually

Occasionally

Rarely

Never
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How common is it for 
multiple IT administrators to 
share passwords for a 
privileged account? 

Choose the one answer that most 
closely applies.

Larger companies have slightly better 
hygiene about shared privileged passwords

16%

7%

5%

21%

18%

12%

20%

19%

22%

23%

33%

32%

20%

22%

29%

0% 20% 40% 60% 80% 100%

500 - 2,000 employees

2,000 - 5,000 employees

More than 5,000 employees

Always

Usually

Occasionally

Rarely

Never
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Do you use any software 
tools to manage 
administrative or other 
privileged accounts? 

Choose all that apply.

Password vaults the most common 
approach to managing privileged accounts

4%

3%

27%

31%

31%

60%

0% 10% 20% 30% 40% 50% 60% 70%

No, we do not use any software to
manage administrative accounts

Other

Internally developed tools or scripts

Change Management software

Manually or with Excel or other
spreadsheets

Password vault

Most common “Other”:  Active Directory
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How would you 
rate the 
effectiveness of 
the following 
parts of your PAM 
program?

AD and multifactor authentication rated 
most effective; risk analytics least

19%

21%

23%

27%

30%

37%

41%

43%

43%

38%

44%

39%

45%

45%

34%

41%

22%

14%

18%

15%

20%

13%

14%

9%

16%

27%

14%

19%

6%

5%

11%

7%

0% 20% 40% 60% 80% 100%

Risk analytics based on actual privileged
user behaviors

AD bridge to Unix/Linux systems

Risk analytics based on privileges of
individual administrators

Unix/Linux root account delegation

Auditing privileged access activities

Privileged password management (vaulting)

Multifactor authentication for admin access

Active Directory/Azure Active Directory
(AD/AAD) admin account delegation

Excellent

Fair

Inadequate

No solution in place
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T

How confident are you that 
your organization will NOT be 
hacked because of an 
oversight issue with your 
PAM program?

Only 13% have complete confidence in 
their PAM program

22% 65% 13%

0% 20% 40% 60% 80% 100%

Not confident

Fairly confident

Completely confident
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DETAILED FINDINGS: 
ACCESS CONTROL ASSESSMENT
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Definition Provided to Participants

Definition
For this survey, Access Control refers to the 
technologies and practices put in place to ensure the 
identity of each user is confirmed and that the user has 
appropriate access to applications and systems. 
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T

What is the top driver of your 
organization's Access 
Control activities?

Choose the one answer that most 
closely applies.

Security the primary drive of Access Control

0%

5%

5%

6%

10%

13%

15%

45%

0% 10% 20% 30% 40% 50%

None of these

User experience

Response to an incident or audit finding

Response to a specific regulation such as
GDPR

Operational efficiency

Breach prevention

General compliance

Security
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T

Approximately what 
percentage of your 
employees have more 
than 10 passwords? 

Choose the one answer 
that most closely 
applies.

41% say more than 10% of employees have 
more than 10 passwords

22%

37%

14%
11% 9%

4%
2% 2%

0%

5%

10%

15%

20%

25%

30%

35%

40%

None of our
employees
have more

than 10
passwords

Less than
10%

Less than
25%

Less than
half

More than
half

More than
75%

More than
90%

They all
have more

than 10
passwords

41%
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T

Approximately how many 
user roles or groupings 
with similar authorization 
requirements does your 
organization have?

Most companies have groups with similar 
authorization requirements

1%

27%

37%

16%
18%

0%

5%

10%

15%

20%

25%

30%

35%

40%

None 1 - 5 6 - 20 21 - 50 More than 50
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How long do you estimate it 
takes for a typical user's 
account to be unlocked or 
their password reset?

68% say a password reset takes more than 
five minutes

32% 34% 25% 9%

0% 20% 40% 60% 80% 100%

Less than 5 minutes

5 - 10 minutes

10 - 30 minutes

More than 30 minutes
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How long do you 
estimate it takes a 
typical new user to be 
fully PROVISIONED 
across all needed 
applications and 
systems?  

57% say new users are usually fully 
provisioned within hours

16%

41%

23%

12%

7%

2%
0%

5%

10%

15%

20%

25%

30%

35%

40%

45%

Minutes Hours Days A week Multiple
weeks

Longer than
multiple
weeks
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T

How long does it take a 
typical departing user 
to be fully 
DEPROVISIONED 
across all applications 
and systems they were 
granted access to?

63% report they can fully deprovision 
users within hours

5%

28%

36%

18%

6% 5%
3%

0%

5%

10%

15%

20%

25%

30%

35%

40%

We have no
way to know
if they have
been fully

deprovisioned

Minutes Hours Days A week Multiple
weeks

Longer than
multiple
weeks
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T

Which of the following 
practices do you use 
as part of your Access 
Control program? 

Choose all that apply.

SSO, self-serve password reset, and secure 
remote access most common 

1%

25%

30%

33%

35%

37%

46%

51%

54%

60%

62%

62%

0% 10% 20% 30% 40% 50% 60% 70%

None of these

Web SSO to non-standards-based web…

Automated provisioning to cloud…

Automated provisioning to on-prem…

Federated SSO to standards-based web…

Automated provisioning of AD/AAD

Granular end user password policy

Administration of users and groups in AD/AAD

Multifactor authentication

Secure remote access

End-user self-service password reset

Single-Sign on (SSO) to on-prem applications
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T

How would you rate 
the effectiveness of 
the following parts of 
your access control 
activities?

Most rate all aspects of their access control 
as excellent or fair

35%

38%

41%

44%

44%

51%

44%

49%

38%

33%

7%

11%

8%

6%

13%

6%

6%

3%

13%

10%

0% 20% 40% 60% 80% 100%

Granular end user password policy

Automated
provisioning/SSO/Secure remote

access

Administration of users and groups
in AD/AAD

End-user self-service password
reset

Multifactor authentication

Excellent

Fair

Inadequate

No solution in place
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T

How confident are you that 
your organization will NOT be 
hacked because of an issue 
with your access control 
program?

Only 15% have complete confidence in their 
access control program

19% 66% 15%

0% 20% 40% 60% 80% 100%

Not confident

Fairly confident

Completely confident
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DETAILED FINDINGS: 
GENERAL IAM
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T

What challenges 
does your 
organization face 
with identity and 
access management 
(IAM)? 

Choose all that applies.

98% have challenges with IAM

2%

1%

23%

31%

33%

33%

43%

44%

50%

59%

0% 10% 20% 30% 40% 50% 60%

We have no challenges with IAM

Other

IoT

DevOps

Breach environment

GDPR compliance

Users engaging technology without approval

Move to cloud

Integrating legacy systems

Data protection

Most common “Other”:  HIPPA
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What is your WORST 
nightmare about identity 
and access management 
(IAM)? 

Choose the one answer that 
most closely applies.

Disgruntled employees with access to 
sensitive data give IT pros nightmares

4%

1%

13%

15%

18%

22%

27%

0% 5% 10% 15% 20% 25% 30%

I don't have any worries about IAM

Other

An inability to satisfy the latest compliance
requirement (such as GDPR)

Failing an audit

Finding out your username/password lists
have been posted to the dark web

Having my CIO interviewed on TV because of
a data breach caused by bad IAM

A disgruntled employee sharing sensitive
information
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T

What is your WORST 
nightmare about identity 
and access management 
(IAM)? 

Choose the one answer that 
most closely applies.

Frontline staff have greater fear of audit 
failures; Management of disgruntled staff

2%

12%

16%

21%

22%

28%

4%

14%

12%

22%

18%

28%

5%

20%

12%

23%

16%

23%

0% 5% 10% 15% 20% 25% 30%

I don't have any worries about
IAM

Failing an audit

An inability to satisfy the latest
compliance requirement (such as

GDPR)

Having my CIO interviewed on TV
because of a data breach caused

by bad IAM

Finding out your
username/password lists have
been posted to the dark web

A disgruntled employee sharing
sensitive information

Individual contributor

Team manager

Executive
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T

What is your WORST 
nightmare about 
identity and access 
management (IAM)? 

Choose the one answer 
that most closely applies.

Disgruntled employees with access to 
sensitive data give IT pros nightmares

“Other”

• A customer data breach caused by one of our own employees
• A disgruntled employee destroying systems/resources
• Coming in and finding out every single computer on the network 

has been compromised.
• End user's email password stolen by email phishing
• Exposure of sensitive information due to my own fault whether 

due to ignorance or stupidity. Hoping to end the nightmare by 
being able to blame it on the new security software we installed.

• Improper wire transfers
• Inadvertent "leaks" of sensitive information
• SECURITY BREACH
• All of the above
• All these sound horrible
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T

Imagine a scenario in the 
near future where you were 
fired without a good reason 
and were angry. Would you 
take sensitive information 
with you when you left the 
organization?

Most IT security pros don’t steal data due 
to morals – not because they can’t

12% 65% 23%

0% 20% 40% 60% 80% 100%

Probably, it's easy to do and
if I were mad enough I would

Probably not, it's easy, but I
wouldn't take it no matter
how mad I was

No, I couldn't get my hands
on anything worth taking
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Imagine a scenario in the 
near future where you were 
fired without a good reason 
and were angry. Would you 
take sensitive information 
with you when you left the 
organization?

UK more likely to take data; Hong Kong less

3%

4%

6%

7%

7%

11%

3%

21%

65%

71%

72%

70%

70%

68%

73%

59%

32%

25%

22%

23%

23%

21%

24%

20%

0% 20% 40% 60% 80% 100%

Hong Kong

Singapore

Germany

France

Australia

UK

US or Canada (Excluding US
Fed)

US or Canada (including US
Fed)

Probably, it's easy to do and if I
were mad enough I would

Probably not, it's easy, but I
wouldn't take it no matter how
mad I was

No, I couldn't get my hands on
anything worth taking
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DETAILED FINDINGS: 
FEDERAL
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Agencies Represented

Intelligence 
and Defense

52%

Civilian
48%
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In April, OMB proposed a new policy to address 
Federal agencies' implementation of Identity, 
Credential, and Access Management (ICAM). 
The draft (currently being revised based on 
comments submitted) stated that "agencies 
must be able to identify, credential, monitor, and 
manage user access to information and 
information systems across their enterprise in 
order to ensure secure and efficient 
operations."  

Do you think this effort is an 
improvement upon current identity 
guidance?

Draft ICAM given high grades

Yes, a major 
improvement

59%

Yes, a minor 
improvement

40%

No, it was not an improvement
1%
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Which of the following 
government identity guidance 
adequately addresses the 
elements of IAM? 

Choose all that apply.

Authorization and Authentication adequate; 
Audit not adequate

5%

36%

50%

78%

76%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%

None of these are adequate

Audit

Administration

Authentication

Authorization
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Which of the following 
elements of IAM would 
benefit the most from more 
effective guidance through 
federal IAM initiatives?

Choose the one answer that most 
closely applies.

Authentication would benefit most from 
more effective guidance

26%

40%

20%

15%

0%

5%

10%

15%

20%

25%

30%

35%

40%

45%

Authorization Authentication Administration Audit
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In which ICAM focus area 
does your agency have the 
MOST room for 
improvement? 

Choose the one answer that most 
closely applies.

100% say their agency has room for 
improvement 

0%

15%

18%

25%

42%

0% 5% 10% 15% 20% 25% 30% 35% 40% 45%

We don't have room for improvement in
any of these ICAM focus areas

Credentialing users

Identifying users

Managing users

Monitoring users
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The ICAM policy asks 
agencies to leverage NIST 
Identity Guidelines. The 
deadline to implement NIST 
Identity Guidelines was June 
2018. Where does your 
agency stand on this goal?

Only 41% have met their NIST deadlines, 
although most do have a plan

41% 49% 7%3%

0% 20% 40% 60% 80% 100%

We're fully compliant

We're making progress and
have a plan for compliance

Our agency is struggling
and we do not have a plan
in place yet

We are not trying to act on
the guidelines
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Does your agency leadership 
understand the importance of 
IAM and related initiatives 
like OMB's draft ICAM policy 
and NIST's Identity 
Guidelines?

Leadership generally understands the 
importance of IAM

Yes, they fully 
understand

64%

Somewhat, but 
not sufficiently

34%

No, not at all 
2%
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Do you consider IAM and 
related initiatives like OMB's 
draft ICAM policy and NIST's 
Identity Guidelines mission 
enablers or distractions?

More are positive about IAM initiatives 
than are negative

59% 36% 4%

0% 20% 40% 60% 80% 100%

They are mission enablers

They make it difficult to
achieve our missions

They make it impossible
to achieve our missions
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Do you consider IAM and 
related initiatives like OMB's 
draft ICAM policy and NIST's 
Identity Guidelines mission 
enablers or distractions?

Civilian agencies more positive 
about IAM

48%

71%

47%

25%

5%

4%

0% 20% 40% 60% 80% 100%

Intelligence and
Defense

Civilian

They are mission enablers

They make it difficult to
achieve our missions

They make it impossible
to achieve our missions
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For more information…

About Dimensional Research
Dimensional Research provides practical marketing research to help 
technology companies make smarter business decisions. Our researchers 
are experts in technology and understand how corporate IT organizations 
operate. Our research services deliver a clear understanding of customer 
and market dynamics. 

For more information, visit www.dimensionalresearch.com.

A Quirk Magazine Top 10 Research Blog:  
www.dimensionalresearch.com/blog

http://www.dimensionalresearch.com/
http://www.dimensionalresearch.com/blog
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One Source  |  All Your IAM Solutions

About One Identity
One Identity helps organizations optimize identity and access management (IAM). Our combination of offerings, 
including a portfolio of identity governance, access management, privileged management and identity as a service 
solutions, enables organizations to achieve their full potential –unimpeded by security, yet safeguarded against 
threats. For more information, visit www.oneidentity.com.

Identity Governance
Enhance visibility and control 
when you simplify and unify 
identity governance to satisfy your 
management, audit and 
compliance needs.

Access Management
Get access right, regardless of 
where your users and apps reside, 
with IAM solutions optimized for 
hybrid environments and digitally 
transformed world.

Privileged Management
Securely store, manage, record 
and analyze privileged access to 
mitigate risk and achieve 
compliance.

Identity as a Service
Accelerate and secure your digital 
transformation with One Identity 
Starling solutions designed to 
protect and support on-premise 
and cloud-based resources.
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